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docker scan --file Dockerfile.ghost ghost:latest
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Nginx Proxy Manager /24 A| Mutual TLS(mTLS)E M 250{ Z2I0|HE-MB| YEIst oSS 1135
sflof &L|CHSl. Ct2 NGINX MM 2 Z210|HE QISM AS S ZH B ch:

server %
listen 443 ssl;
ssl_client_certificate /etc/ssl/trusted_ca.crt;
ssl_verify_client on;

location / %

proxy_pass http://backend;
proxy_set_header X-Client-Cert $ssl_client_escaped_cert;
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alert http any any -> any any (
msg:"SQL Injection Attempt";
flow:to_server;
content:"select"; nocase;
pcre:"/(union|select|insert|update|delete|drop|alter)/i";
sid:1000001;
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event.category:network AND destination.port: (8069|2368)
| stats count by source.ip
| alert when count > 1000 in 5m
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#t! /bin/bash

BACKUP_DIR="/mnt/raid/ghost_backups"

DATE=$(date +%5Y%mo%d)

docker exec ghost ghost export --force

docker cp ghost:/var/lib/ghost/content/data/ghost.db $BACKUP_DIR/ghost_$DATE.db
rclone sync $BACKUP_DIR b2:my-bucket/ghost

Odoo H|O|E{H| 0| A& B2 PG_DUMPR} HtUAE0] S7|SHE A& gL

® 4 * * * docker exec odoo pg_dump -U odoo -Fc odoo_db > /backups/odoo_$(date +\%u).dump
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find /backups -type f -exec sha256sum {} + > /backups/checksums.txt
gpg --armor --sign /backups/checksums.txt

BorgBackup£ 0| 8%t S5X(H W 7!

[repository]

path = /mnt/borg_repo
compression = zstd
encryption = repokey-blake2
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docker run -it --rm -v odoo_restore:/restore alpine sh
borg extract /mnt/borg_repo::odoobackup-2025-02-19
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Nginx Proxy Manager2| Weighted Round Robin &7 0| A|:

upstream odoo_cluster {
server 192.168.20.10:8069 weight=3;

server 192.168.20.11:8069 weight=2;
server 192.168.20.12:8069 weight=1;
zone backend 64k;

Connection Queue ZZ|E &t A|AH| E:

sysctl -w net.core.somaxconn=4096
sysctl -w net.ipv4.tcp_max_syn_backlog=8192
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Docker Swarm 2 E E8{AE = Al MH|A EX|E XI5 =H:

version: '3.8'
services:
rocket_chat:
image: rocket.chat:latest
deploy:
replicas: 3
update_config:
parallelism: 2
resources:
limits:
cpus: '2'
memoxy: 4G
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KeepalivedZ o| &t VIP(Virtual IP) ZHof =X|:

vrrp_instance VI_1 {
state MASTER
interface eth®
virtual_router_id 51
priority 100
advert_int 1
virtual_ipaddress {
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gluster volume create blog replica 3 transport tcp nodel:/data node2:/data node3:/data

ol AbLD 2l A| SEHA| 8 A XE:

docker node update --availability drain
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